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Internet, lan, domains

Description 

    One of the major functions of CPU systems is to retrieve, send and store info.  Think how different our world would be without the internet.  When we have a question a common response and action is to say I will google for it.  This lab introduces us to the concepts behind the infrastructure which allows for this user friendly information transfer.  To implement these communication capabilities we utilize the idea of addresses.  Just like the real world utilizes them to speak, to direct, to communicate so does the digital world.  When you have completed this lab you will be able to answer at a minimum the following questions in the Observations and Conclusions section of your final lab report.

· What are the various addresses used by computers to communicate?

· How do they differ?

· How are they connected?

· Dependent upon the IP address what are the different types of networks and why does an organization select one over the other?

Procedure

Use windows: system information, task manager, my computer, and MSDOS Command

Use sites:

 (for OUI vendor)http://standards.ieee.org/regauth/oui/index.shtml, 

(for what is my true IP address) http://www.whatismyipaddress.com/?gclid=CNmEu9a8oo0CFQyIPgodWGxe6A

(for visual trace) http://www.logbud.com/visual_trace

(alternative visual trace) http://visualroute.visualware.com/

(for port addresses) http://www.iana.org/assignments/port-numbers

(to register a domain name) http://www.networksolutions.com

(sites for sale) http://www.buydomains.com

Use commands: ipconfig /all, netstat, netstat -a,netstat –n, netstat -e, arp –a

Part A. Who am I?

1. Every computer has a name. 

Yours is called ________________________ (ipconfig /all, sys info >summary))

2. My computer communicates on a lan and to the internet often via an ethernet network interface card (NIC).

How many network cards does my computer have? ____________ (ipconfig /all) 
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3. My network card(s) has(ve) a unique address encoded in them.  This physical entity is called the MAC address.  MAC doesn't stand for someone's name. Hey MAC!  It is an abbreviation for media access control (something to do with how one computer gets the

attention of another computer standing in a crowd).  

Using two different methods determine what is(are) the MAC

address(es) of your computer? ________________

What are the two methods used? ___________________(ipconfig /all, sys info>components>network>adapter)

Do they give the same answer? ___________________

4. Note the MAC address uses a hex code (4 binary bits combined).  

This means digits are encoded in both alpha and numerical.

How many hex characters are used in the MAC address discovered for 

your computer? ______ 

How many bytes is that? _________ 

How many binary bits in total is that for the MAC address? _________ 

5. MAC addresses are registered and no card has the same designation.  They are all unique.  The keeper of these unique registered addresses is an organization called the IEEE.  Companies are assigned something called an OUI.  Here we go again.  Another abbreviation.  That's the way we tech people sound so bright.  No one else understands us.  Well back to the OUI.  It stands for organization unique identifier.  It is defined by the first (the most significant) 6 hex digits of the MAC address.  Manufacturers of network electronics register for these OUIs and now have a block of numbers they can assign to their network equipment.

Who is the vendor of the network card(s) in your computer? ___________( ipconfig /all, sys info>components>network>adapter)

The vendor of the card(s) may not be the manufacturer.  Who is registered for this

MAC address? ______________ ( first 6 mac address hex digits http://standards.ieee.org/regauth/oui/index.shtml)

Part B The logical world

In the real world a letter mailed contains an address to locate and deliver to you.  The address contains two parts.  Your name which remains wherever you reside and your present location.  As an analogy in the digital world the MAC address is like your name.

Remains permanent wherever the computer is located.  On the other hand an internet protocol (IP) address is assigned to the digital device(computer, router, gateway .....) dependent upon the network it is connected to 

1. What is the IP address of your computer? ____________(ipconfig /all)

2. What numbering system is the IP address displayed in? ___________ 
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3. Is your IP address a real one? ___________(real if ip is not 10.0.0.0 to 10.255.255.255, 172.16.0.0 to 172.31.255.255, 192.168.0.0 to 192.168.255)

4. Give reason for answer 3. _____________________________________

5. What does the outside world think your IP address is?  Open an internet window and go to site: http://www.whatismyipaddress.com/?gclid=CNmEu9a8oo0CFQyIPgodWGxe6A 

(copy and paste like true techies)

5. What is the network address your computer is on? ___________ 

6. What type of network are you on (A, B, or C) ___________(A= 0 to 127.255.255.255, host octet = 3, B= 128 to 191.255.255.255, host octet = 2, C=192 to 223, host octet = 1)

7. Why for 6? ______________

8. What is your subnet mask number? _______________

9. What subnetwork does your computer belong to? ___________________ (subnetwork address = ip anded with mask number)

10. What is the IP address of your computer's network 

gateway? _______________(ipconfig /all)

11.Now our computer shows (of course after some coaxing ) both its mac and ip addresses.  The problem is that when our computer sends info to another unit it only knows the ip address of the destination.  To get there also the desination physical address(mac) is required.  Using a handshake methodology called arp it gets to learn the mac address of  other computers on its network.  The gateway is the only computer on this network it needs to know.  So why don't we see if we can get the external gateway's mac address.

Gateway mac address? ______________________ (arp -a)

12. Who is registered for the gateway’s mac address? ______________________     
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Part C Let's make a connection

Well we know how to communicate with some other host computer either nearby or far away at the other side of the world.  Our computer sends a message through many networks, routers and gateways to the destination site.  Just like regular mail, (snail mail) we use the MAC and the IP addresses to get us there.  There is still a problem.  Just like us, although they are better at it, a computer has many functions(processes) executing at the same time.  When communicating to another computer they are really talking process to process.  We know how to get to each computer but we still need to have something that ids the source and destination executing routines,  Lo and behold we introduce another address!  They are called port addresses.  Also when we send and receive information from the computers, they talk to each other in a strict defined manner called

a protocol.  You know computers are very formal among themselves but can become all friendly and fuzzy around people.  Anyway the most prevalent end to end protocol used is called TCP (transmission control protocol).  One of TCP's functions is to break

up the large pieces of info to be transmitted into segments called packets.  The problem is that to reach the destination these packets may go on different paths through the internet.  At the other end TCP has to put the packets back together in the proper order.

1. Okay it's time to google.  Go to its site with the

URL www.google.com.

Using the MSDOS window enter the command netstat.

Write down the line that shows our connection to the google server

Line:___________________________________________________________________

2. Enter command netstat -n (provides IP addresses rather than computer names shown above)

Write down the line that shows the same source port address as the above one.  Port addresses are to the right of the colons after the source and destination addresses.

Line:___________________________________________________________________Note the port address assigned in the destination google host  for the web server function (http).  This port address is standardized (the same) for this function in any of the hosts 

(google, yahoo,ebay……).  To see other functions the assigned port addresses go to the link http://www.iana.org/assignments/port-numbers 

Port address__________

3. Port addresses when open to the outside world can be dangerous.  They are like an open door allowing hackers to enter.  If closed nothing to worry about.  We can check with the netstat -a command and look for listening ports on our system.  Note if the foreign destination address is our computer then we need not worry.  Enter the following data in the table below for one listening tcp protocol connection.

Proto  Local Address          
Foreign Address        
State
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4. Google has more than one host computer that one can access.  Open a couple of windows to google and try to see if you get more than one destination host name by using the netstat command.  Then if you use the netstat -n command try and get the corresponding ip addresses.

Destination host 1 name:__________________________________

IP  1:__________________

Destination host 2 name:__________________________________

IP 2:__________________                   

5. Hey remember my mentioning packets.  We can get some info about them.  Cool!  Just enter the command netstat -e.  Write down the following:

                           Received            Sent

Bytes                     __________         _________

Unicast packets           __________         _________  

Non-unicast packets       __________         _________

Discards                  __________         _________              

Errors                    __________         _________ 

Find the average bytes/packet for received and sent.  Divide total

bytes by sum of unicast and non-unicast packets.

average received bytes/packet ___________

average sent bytes/packet ____________    
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